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The aim of this work is to make use of the mean of absolute deviation (MAD) method for the
evaluation process of substitution boxes used in the advanced encryption standard. In this paper, we
use the MAD technique to analyze some popular and prevailing substitution boxes used in encryption
processes. In particular, MAD is applied to advanced encryption standard (AES), affine power affine
(APA), Gray, Lui J., Residue Prime, S8 AES, SKIPJACK, and Xyi substitution boxes.
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1. Introduction

The block cipher is a type of symmetric-key encryp-
tion algorithm that transforms a fixed-length plaintext
data into cipher text data of the same dimension. This
transformation takes place under the action of a user-
provided secret key. The decryption is performed by
applying the reverse transformation to the cipher text
block using the same secret key. Advanced encryption
standard (AES) is a widely used and well-known block
cipher. The AES consists of four steps which are: byte
sub, shift row, mixed column, and add round key. The
byte sub step plays a pivotal role in the encryption pro-
cess because it creates confusion that is reflected in the
encrypted data. In this step, the substitution-box (S-
box) transformation takes place. The idea of S-box and
permutation box (P-box) or (S-P network), was first
given by Shannon in 1949 [1], which now forms the
basis of modern block ciphers. An S-P network is the
recent form of a substitution–permutation product ci-
pher. S-P networks are based on the two primitive cryp-
tographic operations, one is substitution and the other
is permutation. In the substitution process, the origi-
nal data is manipulated or altered to form encrypted
data. Whereas in the permutation process, the order
of the data contents are modified, resulting in a dif-
ferent arrangement of bits. The substitution function
depends on the encryption key and its space depends

on the number of bits n which makes the number of
keys equal to 2n!. The process of permutation is sim-
ilar to n address lines with 2n possible addresses as
permutations of the input bits to an S-box. The per-
mutation box has the properties of substitution of data
as well as its permutation. The permutations used for
encryption are considered less secure as compared to
substitution implementation. In many circumstances,
the combination of substitution and permutation of
data bits at the input level makes the encryption more
robust.

In this paper, we use a statistical analysis to extract
and contrast the parameters related to the strength of
encryption in videos. It is important to measure the dif-
ference between plain video and the encrypted video
with various methods in order to determine the encryp-
tion strength. Therefore, the MAD analysis is used to
determine difference in videos [2].

The commonly used S-boxes include AES [3],
APA [4], Gray [5], Lui J. [6], Residue Prime [7],
S8 AES [8], SKIPJACK [9], and Xyi [10]. In this
paper, we process the videos encrypted with these S-
boxes and present their performance characteristics.
Once ample statistical data is accumulated, the pro-
posed MAD is applied to the results. The results of the
MAD assist in determining the best encryption method
for a particular class of videos or in general, all types
of videos.
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The rest of the paper starts with the introduction
to the analysis performed on S-boxes in Section 2. In
this section, we present issues relating to the presented
problem of selecting optimal S-box for video encryp-
tion applications. The main focus of this section is to
highlight the importance of results obtained by statis-
tical analysis that are used in the evaluation of best
S-box. A complete section that is, Section 3, is dedi-
cated to the details of the proposed method. The pro-
posed methods are tested by simulation on video data
sampled from a general class of videos. The results
of these simulations are presented in Section 4. The
formal conclusion and future directions are presented
in Section 5.

2. Mean of Absolute Deviation Analysis for the
Effectiveness of S-Boxes

The method of mean of absolute deviation (MAD)
is applied to a particular class of video data [11].
As the characteristics of a family of videos are dif-
ferent, the statistical properties of the analysis are
also unique. In addition, the human eye percep-
tion also plays an important role in identifying ar-
tifacts in an video which varies with the proper-
ties of the videos. ADM specializes on a class of
videos and optimizes the evaluation process of en-
cryption in the same scope. While the effectiveness
of MAD has proven its usefulness for a particular
family of videos, there is a need for an algorithm
to analyze the encryption strength for any type of
video.

In the proposed generalized MAD method, n num-
bers of videos from different families are processed.
The diversity in video contents makes this algorithm
more appealing to a wider range of data samples. Al-
though the generalized MAD seems to be an appeal-
ing choice due to its application and suitability to
multiple types of videos, there are many challenges
in determining the optimal S-box for encryption be-
cause of the diverse nature of video categories. The re-
sults obtained from statistical analysis are processed
in a similar fashion to MAD, but the interpretation of
the results of these parameters is different and has new
meanings.

The details of the algorithm for generalized MAD
are presented in Proposition 1:

Proposition 1 (Proposed Criterion).

Input: m plain bitmap videos, P1, P2, . . . , Pm and n
S-boxes, S1, S2, . . . , SN .

Objective: create cipher videos for all S-boxes

For videos i = 1 to m,
For S-box j = 1 to n

encrypt video Pi by S j

store cipher videos Ii j

End for S-box
End for videos

For all plain video and cipher video pair,
create a matrix A of order m×n;

calculate mean of absolute deviation for
Imm of matrix A.

End for video pairs

The average value of MAD of column 1 of A gives
the reading of S-box S1; similarly, the second column
determines the reading of S-box S2 and so on.

We say S-box Si is better than S j for j ∈
{1,2, . . . ,n}\{i} if Si is satisfied.
If MAD of Ii is greater than I j for j ∈
{1,2, . . . ,n}\{i} .

In this method, several statistical techniques are ap-
plied to the results obtained from the encryption of
videos. In the first step, different types of S-boxes are
used to encrypt videos. Once the video encryption is
completed, the next step is to process and extract sta-
tistical parameters from the plain videos and encrypted
videos for the entire set of different S-boxes. The ob-
jective is to use this information in the generalized
MAD, in order to determine the best possible S-box
for encryption. The generalized MAD sequentially an-
alyzes the parameters for an video Ii and checks if its
value of MAD is greater than I j. In the case when re-
sults are achieved, the corresponding S-box Si is pre-
ferred over S j.

3. Statistical Analysis of S-Boxes for Videos

The MAD methods are employed in this work.
The characteristics of the parameters generated by this
analysis must be carefully analyzed in order to opti-
mally use the results in an efficient manner. The details
of the analysis used in this paper are below.
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Consider multiple

plain videos

Encrypt plain videos using S-box

transformation

Analyze the texture of the encrypted video w.r.t

plain video with the help of MAD

End

Fig. 1. Proposed criterion.

3.1. MAD Analysis

In order to display the difference between the orig-
inal video and the encrypted video, the MAD analy-
sis is performed. This analysis is mathematically inten-
sive and requires more computing power as compared
to other methods. The mathematical expression of this
analysis is represented as

MAD =
1

L×L

L

∑
j=1

L

∑
i=1

∣∣ai j−bi j
∣∣ , (1)

where ai j are the pixels of the video before encryption,
bi j are the corresponding pixels in the encrypted video,
and L represents the dimensions of either one of the
videos.

It is evident from Figure 2 that S8 AES S-box per-
forms better in comparison with other S-boxes pro-
cessed in this work.

It is important to systematically interpret the visual
effects or the texture of the encrypted video by process-
ing the results of MAD analysis. The MAD identifies
an appropriate S-box for video encryption application
which can be tailored to a particular class of videos,
evidently yielding more specific results.

The results of a MAD criterion, when applied to
a general class of videos, shows that S8 AES S-box
is most suitable for video encryption applications.
The proposed generalized criterion systematically pro-
cesses and analyzes the results of statistical analysis

Fig. 2 (colour online). MAD analysis of cipher video.

Table 1. MAD of plain video and cipher video.

S-boxes Average MAD

AES 165.5435225
APA 151.68105
Gray 142.99235375
Lui 164.9935225
Prime 153.88188375
S8 166.83509625
SKIPJACK 159.56454875
XYI 139.06350125

and proposes a suitable S-box. It can also be seen
from Table 1 that APA S-box and Xyi S-box per-
forms better in MAD analysis and energy analysis,
respectively. While several S-boxes perform better in
individual analysis, the MAD analysis identifies the
best candidate S-box with highest level of encryption
strength.

4. Simulation Results

In the encryption experiments performed in this
paper, we use eight well-known S-boxes, which
include, AES, APA, Gray, Lui J., Residue Prime,
S8 AES, SKIPJACK, and Xyi. The results of the sta-
tistical analysis performed on these S-boxes were used
in the assessment of a suitable S-box in video pro-
cessing applications. The MAD method is used to find
out an S-box which has the best properties among
all the tested S-boxes. The videos used for the pur-
pose of encryption are sampled from diverse collec-
tion of videos with different properties. This ensemble
of plain videos covers all types of videos in order to
ensure maximum coverage.
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The S8 AES S-box, as determined by MAD, is suit-
able for the video processing application.

5. Conclusion

In this paper, we use the MAD method to determine
the suitability of an S-box to video encryption appli-
cations. There are several variants of S-boxes which
are used in AES encryption algorithms. As the per-
formance in terms of creating confusion ability of

these S-boxes is not similar, therefore, it is useful to
present a method to analyze their encryption ability.
MAD is used to determine the best candidate S-box
with the assistance of statistical analysis on the orig-
inal and encrypted video transformed by APA, Gray,
Lui J., Residue Prime, S8 AES, SKIPJACK, and Xyi
S-boxes. The MAD form video encryption suitability
when applied to the S-boxes listed above shows that
the S8 S-box is the most suitable for video encryption
applications.
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